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Executive Summary 
 
Some interesting technologies that could shape future DNS developments are being 
worked on at the IETF.  The aim of this summary and accompanying detailed reports are 
to assess these developments, the likely time-lines for implementation, costs and what 
they might mean for enterprise networks. 
 … 
(More analysis, including a full Executive Summary is available upon purchase.) 
 
 
Secure DNS – DNSSEC (Detailed report: 5 pages) 
 
Work on the DNS Security Extensions (DNSSEC) started in the late 1990s and was 
directed at an entirely different problem: data validation and integrity.  DNSSEC is not 
encrypted DNS.  The packets flow in the clear. 
 
Questions such as the implementation status of DNSSec, how it is different from 
Encrypted DNS, and if enterprises should implement it needs to be understood.  More 
details are in the full report. 
 
 

DPRIVE (DNS Privacy) (Detailed Report: 4 pages)  
 
The IETF’s DPRIVE Working Group has produced a solution for DNS privacy, namely 
using TLS or DTLS to encrypt traffic between resolving DNS servers and the stub 
resolvers in user devices 
 
How DPrive is different from DOH, how it will impact enterprises or the home user, 
what products it may obsolete, needs to be understood. More details are in the full report. 
 
 
DOH (DNS over HTTP) (Detailed Report: 3 pages) 
 
Another IETF effort is DOH: DNS over HTTP(S).  The objective here is for a web 
browser to use HTTP/2 to send its DNS queries to a web server for resolution. This could 
speed up page load times. A web server could return DNS data for all elements of some 
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web page instead of the current behavior where the browser would do DNS lookups to 
resolve each of those page elements one at a time.  
 
Who is likely to adopt DOH, why, and the impact on enterprise networks needs to be 
understood. More details are in the full report. 
 
 

Costs and Our Predictions 
 
EDCO will attempt to let you know the dollar impact to your company of the upcoming 
protocol changes being planned at the IETF.  Some of the costs could be in the millions 
of equipment upgrades just to stay operational, while other changes may not affect the 
bottom line until implemented and there's a loss of customer connectivity. You need to 
consider: 
 

 Does the change require you to make new purchases in order to continue 
operations as usual?   

 Will this restrict your abilities to troubleshoot issues?  
 Will there be a lack of visibility in your centers?  
 Will this increase latency or impact corrective response times? 
 Will this leave you open to malware, viruses, DDOS and other issues that you 

were able to immediately respond to, and now can't see coming? 
 
 

EDCO will also let you know when we estimate that the standard will go into effect and 
what we believe will be the initial response as well as when it should start having a major 
impact on your companies.  Some standards when passed will sit on shelves for years 
without usage, others (those supported by major IT companies and receiving an active 
push for passage by them) will go into practice immediately. 

 

Why Buy our Reports? 

The cost of attending IETF meetings held three times around the world can be prohibitive 
in terms of time and money.   You also need to be deeply immersed in the protocols as 
well as connected to the IETF community to understand the implications of new 
standards. 

Do you want to know what's being worked on and how it's going to affect the way your 
company operates its Data Center? What might be the cost(s) of the changes coming?  

EDCO can attend the IETF and get you the information you need without loss of time at 
work and for much less than the cost of attendance and travel for the several people that 
you'd have to send.  Let us do the work for you at a fraction of the cost.     


