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 The RSA key exchange option is being 
removed

 This removes out-of-band TLS decryption 
capability

 Impact if you’re TLS encrypted internally
◦ Fraud Monitoring
◦ IDS/IPS
◦ Malware Detection
◦ Layer 7 DDoS Protection
◦ Security Incident Response
◦ Regulatory Verification
◦ Wireshark PCAP decryption
◦ NPM/APM
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15:30:43 Column 12 10.10.10.10 Enter Userid Challenge Question
15:30:59 Column 12 10.10.10.10 Challenge Answer Answer OK
15:36:29 Column 12 10.10.10.10 Enter Userid Challenge Question
15:36:34 Column 12 10.10.10.10 Challenge Answer Answer OK
15:41:35 Column 11 10.10.10.10 Enter Userid Challenge Question
15:41:44 Column 11 10.10.10.10 Challenge Answer Answer OK
15:49:01 Column 6 10.10.10.10 Enter Userid Challenge Question
15:49:06 Column 6 10.10.10.10 Challenge Answer Answer OK
15:54:16 Column 9 10.10.10.10 Enter Userid Challenge Question
15:54:22 Column 9 10.10.10.10 Challenge Answer Answer OK
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 IDS Alerts
◦ Manual verification – Was it a false positive?

 SQL Injection Attacks
◦ Manual verification – Was it successful?

 Manual hunting for known vulnerabilities
 Verify anti-virus alerts and identify root cause
 Heuristics on encrypted packets and/or host-

based systems will not accomplish this
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 Severity 1 problems that last more than a 
week

 Severity two problems that last 2-4 months
 Citrix environment
 Outbound SSL environment

 Tens of millions in infrastructure costs
 Inline/MITM SSL Decryption solution for IDS, Security Analysis, Fraud 

monitoring, etc…
 This does not account for the visibility needs of troubleshooting teams.

 Costs of extended outages and malware that is not detected



 We have a Diffie Hellman problem, not just a TLS 1.3 
problem

 Vendors are moving Diffie Hellman ciphers to the top of 
their TLS 1.2 cipher list

 Vendors are completely removing RSA from their 
TLS 1.2 cipher list
 Apple iPhone (App Transport Security)





 New RSA vulnerabilities may accelerate its demise in TLS 1.2
Transport Layer Security (TLS) Vulnerability 
12/13/2017 10:46 AM EST 
 
Original release date: December 13, 2017 

CERT Coordination Center (CERT/CC) has released information on a Transport Layer Security 
(TLS) vulnerability. Exploitation of this vulnerability could allow an attacker to access sensitive 
information. 

The TLS vulnerability is also known as Return of Bleichenbacher's Oracle Threat (ROBOT). 
ROBOT allows an attacker to obtain the RSA key necessary to decrypt TLS traffic under certain 
conditions. Mitigations include installing updates to affected products as they become available. 
US-CERT encourages users and administrators to review CERT/CC Vulnerability Note VU 
#144389. 

 

TLS Email List Comments 
[EXTERNAL] Re: [TLS] A closer look at ROBOT, BB Attacks, timing attacks in general, and 
what we can do in TLS 
 
“Let's not forget defense 0: migrating away from broken algorithms (which means turning them 
off)….” 
Sincerely, 
Watson Ladd 
 
“I think there should be a draft which formally deprecates RSA, recommends the support to be removed 
(at least from server side) and updates TLS 1.2 to change the MTI ciphersuite. Of course, certain 
("visibility") folks would scream about that.” 
 
-Ilari 
 



 This is an industry-wide concern
◦ Financial, Health Care, Retail, Government and 

others are affected
 We need a Diffie Hellman decryption solution
 TLS 1.2 is not a long term solution
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 QUIC

 HTTP2

 DPRIVE

 TCPINC

 IPSec



 Involvement with the TLS working group would 
have been way easier four years ago

 There is a lack of enterprise involvement in the IETF

 Culture change takes time
◦ IETF involvement needs to be for the long term



 Presentation of draft-rhrd-tls-tls13-visibility-01
◦ Export of Diffie Hellman ephemeral keys
◦ Client Opt In
◦ Out of Band TLS decryption
◦ Inline TLS decryption when TLS is not terminated
◦ Decryption of reused TLS sessions

 Requests
◦ We need participants in the room
◦ We need speakers at the mic
◦ We need remote participants (March 19, 12:40 – 1:40 PM)



 3 IETF Meetings
◦ London – March
◦ Montreal – July
◦ Asia – November

 ETSI (European Telecommunications Standards Institute)
 NIST NCCoE (National Cybersecurity Center of Excellence) Lab 

testing
 Vendor Visits


